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GDPR PRIVACY NOTICE – APPLICANTS FOR EMPLOYMENT
This Notice explains how Scotgold Resources Limited and its subsidiaries (“Scotgold”) processes the personal data of applicants for employment and is being provided to you as a prospective employee, or consultant, of Scotgold. 
This Notice also describes the rights you have regarding Scotgold's processing of your personal data and provides you with details of whom to contact if you have any questions. This Notice is provided to you for purposes of the EU General Data Protection Regulation (EU 2016/679) (the "GDPR"). This Notice supplements the terms of Scotgold’s GDPR Policy (the "Policy"). You may request a copy of this Policy using the contact details below. To the extent there is any inconsistency between the terms of this Notice and the terms of the Policy, the terms of this Notice will apply. 
The following information is provided to you: 
Data Controller Identity: Scotgold Resources Limited, Stirling Highway, Nedlands, Western Australia 6009. 
 Data Protection Principles: 
The personal information we hold about you must be: 
• used lawfully, fairly and in a transparent way; 
• collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes; 
• relevant to the purposes we have told you about and limited only to those purposes; 
• accurate and kept up to date; 
• kept only as long as necessary for the purposes we have told you about; and 
• kept securely. 

Types of Data Processed: 
Scotgold processes the following categories of personal data relating to you: 
• contact data (including name, work and home addresses, email addresses and telephone numbers); 
• citizenship, nationality and immigration data (including passports and visas); 
• bank account details;
• personal feature details as supplied on a CV (such as gender, birth date and place, marital status); 
• electronic and IT system details (such as IP-address and mobile devices); 
• education and work history data (such as education history and professional qualifications, work experience history, previous and current assignments and responsibilities); 
• performance data collected at interviews, skype sessions, visits, email and telephone contact 
• references from previous employers or education establishments where permission to make contact has been granted by you
As permitted under the GDPR, if we hold sensitive data we do so in order to carry out our obligations and to exercise our rights as your prospective employer. We may in some instances need to seek a specific consent from you to hold certain types of sensitive data. Where this is the case we will do so. We obtain this personal data from you through the application and recruitment process and we may also obtain it from third party sources, such as former employers, credit reference agencies, background check agencies, governmental records, news and social media reports and databases of corporate information (publicly available and by subscription). 
Purposes of Processing: 
Scotgold processes personal data about you in support of your employment application with Scotgold, including for Scotgold to: 
• handle recruitment applications; 
• process expense payments;
• undertake background and legal compliance checks (including sanctioned person checks) and compliance investigations; 
• set up and monitor its IT systems, including mobile devices (including your own devices); 
• undertake global electronic communication, such as personnel lists, distribution lists, bulletins, newsletters and other similar documents; 
• promote your professional image; 
• contact you as part of our business continuity process; 
• comply with regulatory, health and safety, immigration and other legal requirements. 

Scotgold relies on each of these as a legitimate interest for the processing of this personal data. 
Your Right to Access your Personal Information:
Under the GDPR, you have a right to access your personal information, to request alterations be made or to request erasure.  Please request Scotgold’s GDPR Policy for further information.
Recipients: 
We may transfer this personal data to other Scotgold group entities, to banks, insurance companies and benefits providers who provide benefits, to our legal and professional advisors, to taxation and other governmental authorities in connection with Scotgold's obligations and to third parties in connection with legal EUI-1202087859v1 proceedings in which Scotgold is engaged. 
International Transfers: 
In order for Scotgold to be able to achieve these processing purposes within its international organisation, Scotgold may transfer your personal data to its service providers and to certain of its group companies to enable the Scotgold group to work together. Scotgold will provide an adequate level of data protection should your personal data be transferred to service providers and Scotgold group companies in countries outside the European Economic Area. 


Retention Period: 
Your personal information will be retained on file for one year from the date of receipt.  On expiry of this period, you will receive an email requesting you to confirm whether you require it to remain on our systems, if you want to update it, or if you require it to be deleted.
Data Subject Rights: 
To the extent permitted by law, you are entitled to obtain information on the processing of your personal data, to object to the processing of your personal data, make use of your right to data portability and to have your personal data rectified or deleted or its processing restricted. You are also entitled to lodge a complaint with a supervisory authority, which is generally the supervisory authority where you work and/or are resident. If you have granted Scotgold consent for the processing of your personal data for certain defined purposes, you are entitled to revoke such consent at any time in the future without any effect on your prospective employment relationship. Such revocation will not affect any personal data which is processed on another legal basis under the GDPR, including on the legitimate interests of Scotgold as set out in this Notice. 
If you have any questions or concerns regarding the processing of your personal data or the terms of this Notice or want to exercise your rights as outlined above, you should contact: 
Louise Iommi Tel:  01838 400 306                Email:  hr@scotgoldresources.com
                                    
Please respond with an email to indicate your consent to Scotgold processing your personal information under the terms of this Privacy Notice.
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